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1. Fundamentals of Computer
Introduction to Computer and its characteristics, History of computer, Major components of
computer, Generations of Computer, Classification of computer (based on application, speed and
processing Capacity), Block diagram of Computer System, Input and output devices, Central
Processing Unit, Storage unit, Primary memory (RAM and its type, ROM and its type, and
Cache memory) Overview of computer hardware components, Understanding the motherboard

and its components, CPU cooling and thermal management, Hard disk drives (HDD) and solid-
state drives (SSD), Expansion cards and peripherals devices

2. Computer Software and Operating system
Introduction to computer Software: Software, System Software and its type, Application
software and its type, Basics concept of popular operating system (LINUX, WINDOWS),
Concept of User Interface, Windows Operating System, User management, File and Directory
Management, Basic disk commands on Windows systems, Disk Partitioning and Formatting
Introduction to BIOS and firmware, Updating and configuring BIOS settings, Firmware and OS
booting, Installation of OS, Basics Disk Operating System commands, and introduction to Open
Source Software (OSS)
Software Programming Languages, Types of Operating System, File and folder, Type of files
and file extensions, Operating Systems Functions, User Interface and Graphical User Interface
(GUI)
System tools: disk scanning, disk defragmenter, backup, restore, format, Deadlock in computer
processing, Process scheduling, Memory Management and optimization

3. Security and Privacy
Threats to Computer, Malware and its types, Virus Scanning and Cleaning, Antivirus and Anti-
Malware Software, Firewall and its use, Ethical Hacking, Cyber-crime and Computer ethics,
Data Backup and Disaster Recovery, File Protection and Personalization, Software Updates and
Patch Management, Data Encryption, and User account creation in Windows OS
Computer system/Data Security: Password, Authentication and Authorization, Attacks and
information theft, Cyber Security, Firewall, IDS and IPS
Digital Signature: Concept and applications

4. Office Packages

4.1 Word Processing: Manipulating Text, Formatting Characters, Formatting Paragraphs,
Themes and Templates, Preparing Documents for Printing, Tabs, Columns, and Charts,
Links, Headers, and Footers, References, Visual Content, Reviewing Documents, and
Protecting and Sharing Documents

4.2 Spreadsheet: Entering, Editing and Formatting Data; Formatting Numbers; Managing
Worksheets; Modifying Rows and Columns; Data Tools; Referencing Formulas;
Conditional Logic; Formulas and Function; Text Formulas; Formatting Charts; Adding
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Graphics to Spreadsheets; Outline, Sort, Filter, and Subtotal; PivotTable; Printing; and
Macros

4.3 PowerPoint: Creation of Presentation, Preparation of Slides, Entering, Editing, and
Formatting Text, Outline View and Proofing Presentations, Adding and Reading Notes,
Inserting Pictures, Graphics, Shapes, and Other Things, Charts, Adding Sound and Video,
Adding Transitions and Animation, working with Smart Art, Printing, Sharing, and
Exporting Slides

. Computer Networking
5.1 Network Topologies (bus, star, ring, mesh, tree, hybrid)

5.2 Networking Devices: Repeater, Hub, Switch & Router

5.3 Types of Computer Networks

5.4 Basic networking commands

5.5 IPv4 and IPv6 Addresses and their types

5.6 Routing basics, Routing Protocols

5.7 Wi-Fi setup

5.8 Subnet mask and gateway, DNS (Domain Name Server), Internet and Intranet,
Ethernet/Fast Ethernet port and optical fiber port, VPN and VLAN, Cloud computing, data
center and disaster recovery, Power management in data center

s (T@) - 4o ;g

Database Management System (DBMS)

6.1 Data and database structure

6.2 Database types

6.3 Relation between application and database
6.4 Database as a storage, managing DB, Memory, Hardware and application software

Computer Hardware and Troubleshooting

7.1 Computer hardware overview

7.2 Motherboard: Types, Block Diagram, lIdentification of Ports, Chip, Slots, Connector,
Section

7.3 CPU: CPU Socket details, Types of CPU, Identification, and Basic Terminology of CPU

7.4 RAM: Identification of RAM, RAM Operating Voltage

7.5 SMPS: Concept of Current, SMPS pin details, SMPS Voltage, Testing of SMPS, how touse
multimeter, Testing of Power Cable

7.6 Hard disk: Hard disk Types, Identification of Hard disk, Jumper Setting, Warranty,
Measuring concept

7.7 CD/DVD Drive: Assembling/Dissembling of CD/DVD Drive, Types of CD/DVD Drive,
Repairing of CD/DVD Drive, Jumper Settings

7.8 Keyboard and Mouse: Types, Identification, Repairing of Keyboard and Mouse

7.9 Printer Setup in Desktop and Network

7.10 Computer Peripherals (Printer, Scanner, Plotter, Monitor, webcam)

7.11 Power System and backups, Power supply unit (PSU)

7.12 UPS: Types, How UPS work, Measurement, Testing of UPS, Battery concept

7.13 Power requirements for computer installation

7.14 Environmental conditioning requirements for computer installation
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7.15
7.16
7.17
7.18
7.19

7.20
7.21
7.22

7.23
7.24
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Validating the Computer System Specification

Computer Performance Testing methods

Types and features of display devices (CRT, LCD, LED, Plasma)

Connector types (RJ45, HDMI) and associated cables

Troubleshooting of computer and its peripherals (keyboard, mouse, printer, scanner,
speaker)

Troubleshooting of connectivity (cables, network)

Installation and Troubleshooting of operating system (Windows, Linux, etc.)

Installation of Device Drivers, Configuration and Installation of Application Programs and
System Restore

Data Backup: Concept and Methods

Laptop Computers, special purpose computers like Hand Held Meter Reading Device,
Smart Energy Meters, CMOS/ BIOS settings, input/output devices, AC and DC Supply,
Volt Guard, AC to DC conversion and Rectifier, Single Phase and three Phase AC supply
identification, Requirement of Earthing system

Internet, WWW and Web browsers

8.1
8.2
8.3
8.4
8.5
8.6
8.7
8.8
8.9
8.10
8.11

Concept of Internet and Applications of Internet

World Wide Web (WWW)

Web Browsing Software and Cookies

Search Engines

Understanding URL

Surfing the web

Basics of E-mail

Instant Messaging and Collaboration

Simple web design using basic HTML, CSS and Java script
Rendering of Webpages

Intranet vs Internet, Use of Private Intranet within an organization, Private Cloud and
service, Local Hosting system, Security and IT auditing

ICT in Nepal

9.1
9.2
9.3
9.4
9.5
9.6
9.7
9.8
9.9

ICT Development status in Nepal and its Challenges

Information Communication Technology Policy, 2072

Broadband Policy, 2072

Electronic Transaction Act, 2063

Digital Payments and Digital Financial Services

Overview of e-payment System in Nepal

E-governance in Nepal

Challenges for NEA in office automation

Present NEA IT Policy Online recruitment system, e-attendance, consumer complaint and
service, challenges for applying digital signature and online electricity bill payment system
in NEA
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